Data and Information Management

For this discussion, the term “data” includes information resources including any documents that are valuable and useful (reports, e-mail, etc.). 

Why worry about data, anyway?

This question has an obvious answer that we often forget or neglect.  Data and information are the basic outputs of research, experimentation, or other work behaviors.  The creation of data and/or information requires the investment of financial and human resources. In order to be good stewards of our financial and human resources, we need to make sure data and information are accessible and secure.

Accessibility - What makes data and information accessible?

In order for data and information to be accessible, several management objectives must be achieved.  Data and information resources must be:

· Available 

· Organized

· Documented/Searchable

· Secure

For each objective, there exists a wide spectrum of technology solutions ranging from the very simple and inexpensive to the very complex and costly.  Choosing how to implement a system or systems to achieve these objectives should be based on the value of the data or information and the associated costs of achieving the data management objective.  The more costly a resource is to replace the higher the justifiable cost to manage that resource.  If a resource is one-of-a-kind or irreplaceable resource, then an organization should be prepared to make appropriate investments in management systems.  Several of these objectives are inter-related and mutually reinforcing.

Available
If you can’t get to it, it is useless and worthless.
For data or information to have any value, it must be available.  This seems obvious, but many factors can cause data to be unavailable, such as poor organization, documentation, or security.

Example:

Data residing on 5 ¼ inch floppy disks might seem to be secure and available to the individual holding those diskettes.  However, few recently built personal computers have 5-¼ inch drives.  Additionally, floppy disks have a limited shelf life.  The magnetic media degrades with time and the data is slowly put at increasing risk.  This is true for 5 ¼ inch floppy disks, and to lesser degrees is also true for 3-½ inch disks, CD-ROM disks, and tapes.

Organized
Organized data and information are easier to use and maintain.

The mechanisms for organizing data can range from a deliberately planned structure of directories (folders) on a single personal computer to the design and implementation of an enterprise-wide relational database system.  In any case, the data or information should be sufficiently well organized to facilitate easy retrieval and protection of the data and information resources. 

Documented and Searchable

In addition to being “available” and “organized” information resources must be documented and searchable in order to be accessible.  Metadata is essential to support the ability to search a collection.  Metadata can take many forms.  In simple cases, the directory structure and file names of a collection of documents can contain enough metadata to facilitate identifying and searching the collection.  All documents for projects might be stored in sub-directories of a “projects” directory.  Each sub-directory would be named for its project.  Each document in each project sub-directory could have a descriptive file name indicating the content of the document.  A slightly more sophisticated system might catalog the files and their titles, authors, dates, and keywords.  This approach might work for a small office with a limited number of documents.  A large organization with thousands of documents that are used by many individuals would need a much more robust document management system. 

The complexity of the data or document management system must be commensurate with the relative complexity and value of the data and documents in the system.

Secure

Data and information that is not secure will not be accessible.  Mechanisms to enhance the security of information resources include duplication, remote copy storage, and phyical maintenance.

Security 
How are data made secure?

The mechanisms used to achieve security intersect those used to achieve accessibility.  

In order for data and information to be secure, several management objectives must be achieved.  Data and information resources must be:

· Organized

· Backed-up

· Archived

· Physically Maintained (Stable/Protected) - They do wear out

Organize
Organized files make for easier maintenance.

Effectively organizing data and information resources facilitates effective back up and archival of those resources.  Just as well organized information resources are more easily located for routine use; they are also more easily backed up and archived.  If data files or documents are haphazardly spread through out a file system, then those items will be more difficult and costly to protect.  Conversely, if those same items were well organized along a deliberately designed file system and directory structure, they could be copied to a backup location easily and inexpensively.  This general pattern holds true for a single PC or a network of PCs with network drives, or a large enterprise network system with large file servers, or a large relational database system.  Organization facilitates efficient and effective security.

Backup
Make a copy and store it somewhere safe.

Any data or information resources that are not easily recreated should be duplicated or “backed up”.  In small simple systems the duplicate should be on a separate drive (hard drive, zip disk, tape, or optical disk).  Ideally, the duplicate would be accessible from a separate computer.  For mission critical resources or those that would be costly to recreate, the duplicates should be stored in a fireproof container or at a separate location from the original to protect against loss of both copies in the event of a fire or natural catastrophe. 

Large complex data systems may use sophisticated techniques, hardware and software to achieve nearly instantaneous file protection. “Redundant Array of Independent Disks” (RAID) is a relatively expensive and complex system for file protection. RAID systems maintain nearly real time parallel copies of files, thus creating an immediately available backup if the original copy is corrupted or lost.  RAID technology can be used on disk drives that house any type of data or information.  Note that this does not protect against catastrophic loss due to fire or natural events.

While the backup copy should be secure, it must also be available.  An organization should define the maximum time period it is willing wait for a lost original to be restored and design their systems to restore resources within that period.  This ‘maximum’ wait period would be related to the cost associated with implementing and maintaining the backup system and the possible costs associated with the loss data or information.

Maintain
Don’t get caught with old or worn-out digital media.

An often-overlooked aspect and data security is physical maintenance.  All Media will eventually fail due to age or use.  The magnetic properties of the media can fade and the structural material can degrade due to stresses from heat, humidity, and shock.  Floppy disks can last for a few years, but they may fail very quickly and should not be considered durable storage.  Tapes last for years if they are not repeatedly used or stored improperly.  CD-ROMs may last 100 years or more, or may degrade in less than five years when stored inappropriately.  Policies for physical maintenance of backup resources should be appropriate for the level of use the storage media receives and the durability of that media. 

Archive

Once data or information resources are no longer actively used, valuable items should be archived.  Archival of data and information places those resources in a long-term storage facility from which they can be retrieved.  

Metadata is critical to the ability to retrieve data from archives.

There are several Nation Data Centers that provide such services.
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